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Motivation: Credibility for Data Provenance
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Janus: Fast Privacy-Preserving Data Provenance For TLS


https://eprint.iacr.org/2023/1377.pdf
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ORIGO: Proving Provenance of Sensitive Data with Constant Communication



https://eprint.iacr.org/2024/447.pdf

Problem TUM

commit(r, secret) == ¢

k = HKDF(secret)

plaintext = decrypt(k, ciphertext)
“paypal bank balance > 100$” substring = find(plaintext, pattern)

bank_balance = convert(substring)

bank_balance > 100

A simple statement A complex circuit (#constraints=1.6million)



Contributions T|_|T|

e zkPolicy Language
e Transpiler Architecture
o input: zkPolicy

o output: ZKP circuit expressed in domain-specific language (DSL)

e Reducing the description complexity of privacy-preserving computations



Background: Zero-knowledge Systems
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Background: Zero-knowledge Systems TUM

/ written in domain-specific language (DSL)
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Background: Transpiler
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Approach: zkGen Transpiler Architecture TUM
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Approach: zkPolicy Language & Gadget Library — TUT]

zkpolicy > {} example3_zkFriendlyCommitData.json > ...
{




Evaluation: Transpilation Results TUM

zkPolicy LOC policy LOC circuit Transpile time

TLS commit 22 975 2.38 ms

Age commit 20 85 1.70 ms



Discussion: Limitations & Future Work

e /ZKP DSL only, no coverage of MPC or HE DSLs

e Integrate formal verification of generated circuits

o detect underconstrained circuits when gadget compositions are used



Conclusion T|_|T|

e zkPolicy Language Concise description of
compliant and private computations
with a fraction of code lines.

e zkGen Transpiler




Questions?



