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Abstract

Keeping up with the increase of data set sizes as well as application domains concerning
anomaly detection is the challenge of modern big data processing engines. In most cases the
development and main usage of these execution engines constrains itself to other application
domains than anomaly detection. It is therefore important to clarify and test how a modern
large scale processing engine deals in regard to a different application field such as anomaly
detection. We implement all intermediate steps of the analytic life cycle of an anomaly
detection process during this thesis. Therefore we perform database extractions, raw data
preprocessing, anomaly detection through machine learning models, and visualization of
model metrics using Spark. The either external developed or in Spark’s machine leaning
library included data structures compose our models. Spark manages to provide flexibility
and solutions to all problem types through analytic processing stages. Especially into Spark’s
machine learning library included models produce very fast and accurate detection results.
The interaction bottleneck of Spark versus external data structures marks the key factor
for achieving fast overall detection processes. An extensive use of Spark data structures
is thereby mandatory. The study does not cover all detection techniques and application
domains of anomaly detection but rather provides general behavior characteristics of Spark
in regard to anomaly detection. Additionally it opens the question to further explore data
structure patterns that match the Spark advanced execution engine’s requirements.

Zusammenfassung

Das Mithalten mit dem stetigen Wachstum von Datensétzen und Anwendungsgebieten der
Erkennung von Schadsoftware fordert moderne Big Data Verarbeitungs-Triebwerke heraus.
Die Entwicklung und Anwendung solcher Triebwerke beschrankt sich hauptséchlich auf an-
dere Anwendungsgebiete als die Erkennung von Schadsoftware. Deshalb ist die Untersuchung
des Verhaltens moderner Verarbeitungs-Triebwerke in Bezug auf die Erkennung von Schad-
software wichtig, da sie den Anwendungsbereich dieser Triebwerke erweitert sowie in einem
anderen Kontext testet. In dieser Bachelorarbeit implementieren wir alle Zwischenschritte
eines Schadsoftware Erkennungsprozesses mit Spark. Dazu zéhlt die Vorverarbeitung von
rohen Daten, die Anomalie Erkennung durch maschinelles Lernen und die Visualisierung
der Eigenschaften der Erkennungsmodelle. Die Anomalie Erkennungsmodelle bestehen da-
bei entweder aus von Spark zur Verfiigung gestellten oder externen Datenstrukturen. Spark
bietet flexible Losungen zu auftretenden Problemen wéhrend der Prozessanalyse. Allem



voran liefern die durch Spark zu Verfiigung gestellten Erkennungsmodelle sehr schnelle und
genaue Resultate. Der Engpass des Zusammenspiels zwischen von Spark gestellten und ex-
ternen Datenstrukturen beeinflusst die Gesamtperformance des Erkennungssystems stark.
Ein extensiver Gebrauch von Spark Datenstrukturen ist daher notwendig fiir schnelle und
genaue Erkennungsresultate. Diese Arbeit bietet keinen Uberblick iiber alle Techniken und
Anwendungsgebiete von Anomalie Erkennung. Vielmehr verdeutlicht sie Charakteristiken
und Verhaltensmerkmale von Spark in Bezug auf die grofflachige Anomalie Erkennung von
Schadsoftware.
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1 Introduction

1.1 Motivation

Anomaly detection finds patterns in data sets that do not match the expected behavior.
The increase of applications domains of anomaly detection indicate the rising importance
of anomaly detection solutions. The usage of anomaly detection systems expands to do-
mains such as fraud detection for credit cards, insurance, health care, intrusion detection
for cyber-security, fault detection in safety critical systems, and military surveillance for
enemy activities [9]. Most application domains deal with large data sets. This requires fast
engines for large-scale data processing. Anomalies appear differently because of diverse mo-
tives and context. In order to handle the diversity in demand, many new anomaly detection
techniques have been developed by numerous research communities. As such, their exists
many specifically developed techniques which supply solutions to their applicable domain [9].

The importance of tools for optimizing the anomaly detection process is obvious. The
following example provides an insight into the new dimensions of damage caused by cyber-
crime. In 2014 the FBI revealed losses of $226 million due to compromised business email
accounts. In the same year JPMorgan experienced the largest cybercrime hack which af-
fected 100 million financial services of 75 companies|25]. Those new dimensions of attacks
lead to new approaches by governments and corporations to tackle criminal enterprises.

Concerning the amount of data today, it is desired to pass data through an analytic life
cycle to gain necessary information. The structured and modular schema of the analytic
life cycle provides an overview of information retrieval stages. This clarifies intermediate
processing steps and allows the modular exchange of processing techniques. Since large scale
execution engines have been used to perform analytic data processing, processing systems
mingle processing stages when they do not take clarifying processing schemes into account.
To work hand in hand with the analytic life cycle processing steps become separated which
leads to easier optimization arrangements within each stage. This approach leads to general
progress within the analytic system.

The following systems implement existing solutions. These systems automatically handle
difficult aspects of distributed computing such as fault tolerance, scheduling, synchroniza-
tion, and communication. MapReduce [14]| and Dryad [20] represent systems that enable to
cover a wide range of algorithms through flexible implementation possibilities. On the other
side they are awkward or inefficient to use concerning other algorithms. Problems typically
arise with iterative machine learning algorithms which require more powerful execution en-
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gines [29]. This is due to the lack of support to processing structures that contain branches
and cycling. Cyclic data flow allows to detect load imbalance and repartitioning of process-
ing tasks. For instance local minimums of complex iterative machine learning calculation can
provoke reorientation of parameter convergence. This requires more flexible arrangements
which cyclic data flow supplies. Furthermore the mentioned systems use shared memory con-
currency which is compared to faster deterministic in memory computation not the optimal
solution concerning computation expensive iterative algorithms|45]|.

Apache Storm [42] and Apache Spark [41] are powerful execution engine solutions for the
analysis of big data. Commonalities of both engines are scalability, fault tolerance, simplic-
ity and the property that both can be used in various programming languages. Additionally
Spark provides faster data processing and incorporates developer friendly packages. The ma-
chine learning library targets large-scale learning settings that benefit from data-parallelism
or model-parallelism. Due to support of general execution graphs and in memory compu-
tation Spark’s optimized execution engine satisfies large scale processing requirements [27].
Regarding anomaly detection, the listed problems still occur.

e The limited machine learning library prevents the detection of specific large scale
anomaly detection problems where missing algorithms are demanded.

e Spark’s data structures do not always provide fluent accessibility and thereby restrict
the flexibility of reacting to unknown tasks.

e The infrastructure of Spark might slow down external integrated algorithms.

This thesis investigates large scale anomaly detection using Spark. Thereby it compares
different large scale anomaly detection algorithms with regard to speed, accuracy, and in-
teraction possibilities of external and through Spark provided data structures.

1.2 Research Questions

The reason for tackling the large scale anomaly detection problem using Spark is the exis-
tence of an analytic system composed of different software. Additionally this systems stores
a big amount of maleware. As there are the following research questions, this system enables
the possibility of writing a thesis exploring these questions. The large scale data process-
ing engine of the analytic system is Spark. Large scale anomaly detection using Spark is
relatively novel as not many data analysts utilize Spark for large scale anomaly detection.
Therefore the basic idea is to explore large scale anomaly detection with Spark.

The first general question asks how Spark can be used for large scale anomaly detec-
tion. Spark includes a limited machine learning library (MLIib) [27] which could solve and
attribute to the implementation of large scale detection models. Besides that the question
arises of how Spark behaves concerning other processing stages. Taking a closer look at large
scale anomaly detection problems the question becomes more complicated. It is not clear if
Spark supplies the demanded flexibility on all different aspects of the large scale anomaly
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detection problem. It is interesting to figure out how Spark’s architecture and code design
handles intermediate tasks and stages of the large scale anomaly detection process. Because
all intermediate analytic steps during the large scale anomaly detection process affect the
final performance regarding speed and accuracy of the model. One more point is how effec-
tive Spark’s data structures are with processing gained information concerning evaluation
or visualization.

The limited machine learning library of Spark sets the next question of the project. Due
to the limitation of the machine learning library, the included techniques and algorithms do
not solve all possible large scale anomaly detection problems. On account of this the thesis
investigates how effective external algorithms for missing large scale anomaly detection tech-
niques work together with Spark’s code design, and also how easily they can be integrated.
Thereby sacrificing beneficial data structures of Spark misses the goal. It is rather efficient
trying to keep the system as fast as possible with the frequent use of advantages of Spark’s
architecture.

The third and last question deals with optimization suggestions. It is valuable for future
developers to know benefits and drawbacks about the realizations of large scale anomaly de-
tection algorithms using Spark. For that reason this project finds strengths and weaknesses
of models implemented with external algorithms, and then compares those algorithms with
existing predictive algorithms in Spark. Finally this work explains how and where to look
deeper into detail for improving the overall detection models. Apart from that, it is a goal to
solve the question if there are indicators that cause variance regarding accuracy and speed
using different sizes of input data sets.

1.3 Contribution

The exploration of large scale anomaly detection with Spark was done through several im-
plementations of anomaly detection algorithms. Thereby building unsupervised as well as
supervised learning algorithms allowed to react flexibly on either labeled or unlabeled input
data instances. In the case of large scale anomaly detection algorithms with a supervised
learning algorithm for detecting anomalies, this thesis first processed data instances with
Spark’s data structures and methods to label, normalize, and conform the instances. The
general next stage was processing the valid input data samples with the large scale detec-
tion algorithms. Finally calculating evaluation metrics and visualizing the accuracy of the
detection algorithms set the last processing stage. Apart from this the thesis measured and
compared runtimes of each detection model. Time measurements referred to data prepro-
cessing, training and prediction calculations of detection algorithms, and evaluation metric
calculations.

With the comparison of the implemented large scale detection models optimization sug-
gestions were provided. The comparison of evaluation metrics of Spark’s machine learning
library included and external developed algorithms revealed benefits and drawbacks about
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the detection models. The input data sets varied in sizes and provoked diverse accuracy
results of the detection models. The external developed algorithms contained as much code
design of Spark as possible due to the beneficial large scale processing properties of Spark’s
data structures. Runtimes of Spark’s data structures in contrast to regular Scala code were
tested. This thesis highlighted adverse properties of Spark’s code design as well. Moreover it
discussed the difficulties of incorporating external code structures and methods into Spark’s
data structures.

With the mentioned arrangements and discussions this thesis provided insights into the
behavior and flexibility of Spark to large scale anomaly detection problems. Spark had no
pre-defined data structures and techniques to satisfy all diverse problem characteristics of
large scale anomaly detection. This work therefore clarified the behavior of Spark to more
remote application domains of large scale processing engines.

To conclude:
e The thesis implemented different large scale anomaly detection algorithms with Spark

e The thesis processed different sizes of data sets and visualized evaluation metrics of
the algorithms

e The thesis measured runtimes of data preprocessing, training and prediction calcula-
tions of detection algorithms, and evaluation metric calculations

e The thesis discussed pros and cons of interaction difficulties between Spark and exter-
nal data structures

1.4 Organization

The following two chapters explain terms, concepts, and techniques which are used through-
out the study. Moreover they provide an overview of the basic infrastructure setting and the
analytic setup of the project. The implementation chapter afterwards sums up all actions
that were taken during the different implementation stages. The following three chapters
evaluate gained results, discuss findings and flaws of the study, and illustrate occurring lim-
itations. Based on the achieved results the last two chapters further explore findings and
trends of the study. Optimization suggestions of critical flaws indicate future work to ex-
tend and further clarify the outcomes of the project. Apart from that the project becomes
classified in regard to recent and current related areas of research.
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2.1 Anomaly detection

Basic anomaly detection proceedings follows a certain analytic schema. Anomaly detection
techniques establish a profile of the characteristics and properties of the inspected sample
or instance. The findings about instances refers to normal behavior. Afterwards anomaly
detection techniques compare characteristics of unknown samples with regard to the normal
profile on which they had been trained on before. In the case of significant distinctions
from a new instance to the normal profile, anomaly detection techniques predict unknown
samples as malicious [51|. Apart from that the anomaly detection problem consists of several
intermediate process solutions.

The nature of the input data, the availability of labeled data instances, and the require-
ments and constraints which depend on the application domain formulate a specific anomaly
detection problem [9]. All these problems together form and compose the anomaly detection
problem. The next points explain the problems more accurately:

e The nature of input data as the first intermediate problem clarifies diverse structures
and occurrences of data instances. Various examples therefore are forms such as vector,
event, object, and pattern structures. Each instance is characterized by values of
attributes that indicate different aspects and characteristics of the instance [48]. So
processing raw instances first for receiving the desired pattern and information is
necessary.

e Secondly based on the nature, context, behavior or cardinality, anomalies are clas-
sified into following three categories of Point Anomalies, Contextual Anomalies and
Collective Anomalies [18]. Therefore each section requires different treatment.

e Another point is the property of either labeled or unlabeled data instances. Labeled
data sets are often available only in small quantities whereas unlabeled data sets can
be abundant. Labeled data sets though are essential for supervised learning [54].
Therefore it is necessary to provide both processing options with supervised and un-
supervised learning algorithms.

e Lastly the outputs produced by anomaly detection techniques are either labels or
scores [9]. Thresholds enable final outcomes in the case of scores while labels deliver
results immediately.
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2.2 Analytic Life Cycle

The analytic life cycle which is also known as intelligence cycle embodies a general methodol-
ogy for information identification and analysis[44]|. Regarding large scale anomaly detection
the following six different modules compose the processing schema.

e The requirement module defines the goal of the project or system. Large scale anomaly
detection aims to identify anomalies in large scale data sets.

e The information sources identification module cares about gathering suitable informa-
tion. This study finds appropriate data sets with the help of the the virustotal[2| and
PEINFO [1] services.

e The information collection module truly performs data collection.

e The information processing module creates valid data sets through preprocessing for
further processing.

e The module of information analysis and intelligence production builds and runs large
scale anomaly detection techniques during this thesis.

e The reporting module makes determinations based on the gained results.

The modular composition of processing stages allows the exchange of diverse implemen-
tations within a module. Application domains indeed have to resemble for enabling module
transfer. Moreover the structural approach of data processing brings analytic compliance.

2.3 Big Data Processing

Companies nowadays collect unprecedented amounts of data with the help of the internet.
Not surprising seem facts that Google processes hundreds of Petabytes of data per month.
Among others Facebook generates log data of over 10 Petabytes per month [10]. If companies
do not have the resources to build or buy large scale data processing infrastructures they
remain holding tremendous amounts of data. Depending on how dependent these companies
are to data processing they lose money. As a consequence the demand for cheaper and
better data processing systems intensifies the competition of building improved large scale
processing systems.

Building even faster and more advanced processing infrastructures brings challenging
problems. First there is the integration and collection of massive data sets from widely
distributed data sources. Second the quantity of data and its mutual relations will far
surpass the capacity of the information technology architectures and infrastructure of exist-
ing companies. Moreover real-time requirements stress the available computing capacity of
current companies. Third it is difficult to store and manage huge heterogeneous data sets
with moderate requirements on hardware and software infrastructure. Last in consideration
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of heterogeneity, scalability, real-time, complexity and privacy, reducing data sets at dif-
ferent levels during the analysis, modeling, visualization and forecasting improves decision
making [10].

To sum up big data processing addresses and unifies domains such as parallel program-
ming, distributed systems, and load balancing for scalable performance [38]. In big data
processing diverse software application have to work hand in hand to provide decent results.

2.3.1 Apache Hadoop

The Apache Hadoop software library allows distributed processing of large scale data sets
across multiple clusters of computers with its framework. This can be done with simple
programming models. The Hadoop infrastructure scales up from single computers to thou-
sands of machines. Each computer provides local storage and computation power. The
software library is designed to detect and handle failures at the application layer. Hadoop is
a distributed computing framework and marks the outermost infrastructure of a collection
of diverse software frameworks. However, the standard Hadoop software setup consists of
the following main modules [15]:

e Hadoop Common provides common utilities that support other Hadoop modules.

e Hadoop Distributed File System(HDFS) is a distributed file system providing high-
throughput access to application data.

e Hadoop Yet Another Resource Negotiator(YARN) is a framework for job scheduling
and cluster resource management.

e Hadoop MapReduce is a YARN-based system for parallel processing of large data sets.

The two fundamental and core pieces of Hadoop are the MapReduce framework and the
Distributed File System [19].

The MapReduce execution engine is in charge of the fault tolerant distributed computing
system. It processes large data sets stored in the cluster’s distributed file system. The
MapReduce paradigm follows separate map and reduce steps. It processes these steps in
parallel and each step operates sets of key value pairs. The data transfer between nodes in
the clusters interrupts the program execution of the map and reduce stage. Therefore the
MapReduce paradigm divides its program execution [43].

HDFS is the file system component of the Hadoop ecosystem. It stores file system meta-
data and application data separately. Servers called NameNodes store metadata while
servers called DataNodes store application data. The fully connected servers communicate
using TCP-based protocols. HDFS does not use data protection mechanisms but rather
replicate file content on multiple DataNodes for reliability. This allows more opportunities
for locating computation near the processed data next to providing data durability [40].
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2.3.2 Spark

Apache Spark [41] is a general engine for large scale data processing. Spark sits on top of
Hadoop. It was originally designed to be a better processing engine then MapReduce on the
Hadoop system. Due to its advanced Directed Acyclic Graph(DAG) execution engine that
supports cyclic data flow and in-memory computation, Spark allows fast data processing.
Spark runs programs up to 100x faster than Hadoop MapReduce. Additionally Spark gener-
alizes two stage MapReduce and provides fast data sharing between operations [49]. Parallel
applications are easy to build with Spark’s high level operators and these applications can
interactively be built through Java, Scala, Python or R shells. With built-in libraries Spark
provides an analytic flexibility within applications built by Spark. A combination of different
libraries in one app is possible. Spark is compatible with various storage systems. Hence, it
can access data from HDFS, Cassandra, HBase, Hive, Tachyon or any Hadoop data source.
One last feature of Spark is the fact that it can run in the standalone cluster mode or on
distributed systems such as Hadoop.

2.3.3 Zeppelin

Apache Zeppelin [16] is a web based notebook which enables interactive data ingestion, data
discovery, data analytics, data visualization, and data collaboration. It provides the devel-
opment of data driven, interactive and collaborative documents. The multipurpose Zeppelin
notebook allows with its interpreter concept any language and data processing back-end to
be plugged to Zeppelin. Additionally it supports interpreters such as Apache Spark, Python,
JDBC, Markdown and Shell. In particular, Zeppelin is compatible with Apache Spark and
does not need to build a separate module or library for it. One of Zeppelin’s most attractive
features is data visualization. Basic visualization charts are already included but Zeppelin
recognizes and visualizes output from any language back-end. Per simple drag and drop
Zeppelin creates pivot charts and one more property is dynamic creation of input form to
the notebook.

2.4 Machine Learning

Machine learning algorithms try to accurately predict actions based on past observations.
Algorithms therefore approximate a function which is set together of all different observation
cases from the input data. An easy example is to let a machine learning algorithm distinguish
spam emails from emails. The approach taken by a machine learning algorithms is to start
by gathering samples of spam and emails. In this case it is beneficial assuming labels that
indicate whether an email is spam or not. Feeding the machine leaning algorithms with the
data samples and the labels the algorithm is able to learn a classification rule on the given
data. Afterwards the algorithm is able to predict and classify unknown emails [36].

The goal is to build a machine learning algorithms as accurate as possible. The vast
number of different aspects of a central concern affect machine learning situations in many
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ways. With that there is no single formula to solve a learning problem. There are rather
many different and complementary views on a learning problem. The main characterizations
of a machine learning problem are the learning tasks, the types of interactions between the
learner and the environment and the forms of learning [11].

The learning task is generally left implicit in a learning system because it is determined
by the type of input data and the learning goal. Learning goals define the relevance, ac-
quirability, and predictability of knowledge of the input data.

Supervised learning and unsupervised learning are the main types of interactions between
the learner and the environment. Besides that batch and online learning methods complete
the different learning methods in learning systems. This work explains the main types of
interactions in short because explaining all methods in detail is beyond the scope of this
thesis. Data analysts use either supervised learning when there are labeled instances or
unsupervised learning when there are unlabeled instances. Learning through the increase
of knowledge or through the transformation of representation of knowledge mark different
learning forms in machine learning. Explaining further details on learning forms is beyond
the scope of this thesis.

To sum up machine learning algorithms are located in these described domains to pro-
vide accurate results to a learning problem. Providing predictions on unknown samples,
machine learning algorithms allow analysts to evaluate data instances without knowing the
actual behavior of the sample. The following sections provide properties of machine learning
algorithms and explain them in more detail.

2.4.1 Classification and Clustering

In machine learning the classification task is an instance of supervised learning. Whereas the
corresponding clustering task belongs to methods of unsupervised learning. In supervised
classification labeled data is available. The classification method maps this labeled data to a
finite set of discrete class labels. The expression of binary classification stands for a mapping
to a set of just two class labels. A mathematical function with adjustable parameters
models the mapping process. An optimization algorithm determines these parameters. The
classification process is capable of classifying new data instances after the parameters are
set [50].

In unsupervised clustering no labeled data is available. Clustering separates unlabeled
data into a finite and discrete set hidden data structures [50]. All clustering techniques
explore and cluster the nature of unknown data. Especially large scale analysis depend on
cluster analysis because it provides a compressed representation of the data.
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2.4.2 Naive Bayes

The Naive Bayes algorithm is a supervised learning method for classification and predictor
selection. It calculates the conditional probability distribution of each feature given the
label. Afterwards it computes the conditional probability distribution of label given an input
instance with the Bayes theorem [21]. The prediction as a result of the calculation determines
the assignment of the input instance. A single data pass determines the probabilities and
the final prediction |28]. In the case of an instance having a fixed number of independent
features with discrete binary values of input, choosing the Bernoulli Naive Bayes model
is more appropriate because it simplifies the calculation [24]. Regarding large scale data
processing less computational effort leads to faster processing results.

2.4.3 DBSCAN

The Density-Based Spatial Clustering of Application with Noise(DBSCAN) algorithm iden-
tifies clusters in large spatial data sets by looking at the local density of input instances.
Therefore the DBSCAN algorithm counts as a method of unsupervised learning. The user
sets only one input parameter. Furthermore the user needs minimal knowledge about the
process because the algorithm provides a suggestion of the input parameter through execu-
tion of itself. Additionally DBSCAN is capable of determining which information to classify
as noise or outliers. For these reasons the DBSCAN algorithm scales with the size of the
input instances [6].

2.4.4 Logistic Regression

Logistic regression follows the same principles of linear regression but varies in the end as
it returns a classification value. In linear regression input features together with adjustable
parameters calculate the strength of relationship between these values through a linear
function. The result of the calculation is the prediction to the given input features. Again an
optimization algorithm determines the adjustable parameters. The optimization algorithm
in this supervised learning case takes the given labels to optimize a error function [26]. The
difference with logistic regression is the fact that logistic regression passes the outcome of
linear regression through a sigmoidal function. The sigmoidal function produces a threshold
that can be used to classify the input instance.

2.4.5 Support Vector Machine

Support Vector Machines solve classification and regression problems. In addition they are
a set of related methods for supervised learning. In the classifying procedure the SVM
classifiers build a maximum margin hyperplane. This hyperplane lies in a transformed
input space and splits the classes given by input instances. Commonly similarity matching
functions create the transformed input space. Moreover the hyperplane maximizes the
distance to the nearest cleanly split features. In the case of a linear SVM, there is no
transformed input space because the hypothesis or classifying function straightforwardly

10
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calculates the result with the adjustable parameters and the input features. A quadratic
programming optimization problem determines the adjustable parameters of the solution
hyperplane [39].

11
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3 Methodology

An infrastructure for data analysis has to manage the interaction of various applications,
machines, and networks. For receiving the results this study provides it is necessary to set
up a similar environment. Small distinctions in implementation details affect the complexity
of infrastructures. This easily changes and distorts evaluation measurements. Additionally
the choice of components for setting up an general data processing infrastructure is very
important. Services, applications, and frameworks highly depend on each other to supply
demands such as scalability or resilience.

3.1 Infrastructure

The whole data analysis set up is based on the Scalable Architecture for Feature Extraction,
Multi-User Analysis, and Real-Time Information Sharing(SKALD) [47]. Skald provides the
required architecture for asynchronous feature extraction. The scale of feature extraction
handles increasing amount of information and is resilient to system failures. Moreover
it is flexible enough to incorporate the latest technology trends. Skald’s infrastructure
allows advanced analytics over extracted features. In addition it permits preferred tools for
information retrieval and sharing. Sharing data through Skald with others does not require
the release of raw data. Skald is the outermost architecture and consequently the highest
system abstraction. It incorporates the following software components into its design.

3.1.1 Software

Infrastructure

The infrastructure to extract and handle data is based on an implementation of Skald.
This software framework is Holmes Processing [46]. Holmes Processing depends on at least
two external services. The first is the HTTP file server and the second is a queueing server.
The next paragraphs describe important dependencies of the Holmes Processing framework.

Holmes Processing extracts data using hardware with 5 servers with each having 8GB of
RAM and 4 CPU cores. During the data extraction the services Virustotal |2] or PEINFO |[1]
scrap for the results of a sample. After data extraction through these services the Holmes
Processing framework stores gained information in different databases. These databases
interact as components of the distributed computing framework of Hadoop. The large scale

13
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processing engine of Spark replaces the MapReduce execution engine which is usually been
utilized within the Hadoop ecosystem. It is now possible to load data from the Hadoop File
System into Spark data structures due to the fact that Spark runs on top of the Hadoop
File System. As a front end user interface Holmes Processing uses Zeppelin which allows
users to interact with all software components.

The resilient, scalable and fast software framework of Holmes Processing manages and
connects diverse applications and services. With that it represents an efficient framework
for complex large scale data-oriented analytics. Due to these reasons it sets the basic software
infrastructure of this thesis.

Transport

RabbitMQ [32] runs on a server with 8GB of RAM and 2 CPU cores. This messaging ser-
vice embodies the transport layer in the Skald architecture. The reasons for the integration
of RabbitMQ to the Holmes Processing framework are the properties of robust messaging,
the simplicity to use, and the compatibility to all major operation systems such as Windows,

Linux/Unix, and MAC OS X.

Database

Holmes Processing stores data on two different storage engines. The first storage engine is
a distributed database solution called RIAKCS [3] which runs on 4 servers with each having
64GB of RAM, 8 cores, and 2TB storage. The purpose of the RIAKCS storage engine is
to store PE32 object files. The second storage engine is Apache Cassandra [4] which stores
other data instances. Cassandra runs on 3 servers with each having 32GB or RAM, 8 cores,
and 4TB SSD storage. Scalability and fault tolerance properties support the choice to use
the cloud storage infrastructure of Cassandra.

File System

The Hadoop [15] Distributed File System(HDFS) represents the into the Homes Processing
framework integrated file system. It runs on 9 servers with each having 30GB of RAM and
6 cores. The Holmes Processing framework pulls data locally to the HDFS. Spark enables
to fetch data from the HDF'S for further processing. Into the HDFS stored data consist of 4
single files. Two files are virustotal [2] withdrawal results containing 200k and 1m samples.
The other two files are PEINFO [1] extracted data sets of again 200k and 1m samples.

Execution Engine

Apache Spark [41] is the large scale processing execution engine living on top of the HDFS.
This means that Spark servers are the same as the HDFS servers. Spark supports libraries
to realize complex analysis, provides interactivity through various programming languages,
and is fast due to in memory computation and application parallelism. It supports cyclic
data flow which is an important feature regarding iterative computing. All these different
facts are beneficial for large scale anomaly detection and explain the choice of Spark over
MapReduce. The analytic system uses Spark version 1.6.
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Interface

Apache Zeppelin [16] is the front end user interface running on top of all applications of
the Holmes Processing framework. Zeppelin’s web based notebooks enable interactive data
analytics with multiple languages and other plugins. The integration of Spark is possible.
This allows data analysis and visualization with Spark data structures in Zeppelin. The
data analysis infrastructure uses Zeppelin version 0.6.

3.2 Data Set

The services of Virustotal [2] and PEINFO [1] create the data set samples. The PEINFO [1]
service uses a custom tool to extract meta information from the PE32 file format [31|. This
service is a multi-platform module to parse and access PE32 files. PE instances are data
structures that contain all attributes of the Windows PE32 file format [31]| as accessible
instances. The PEFILE service enables to interact with attributes of the PE32 instance
through capabilities such as the reading and writing standard header members, iterating
through the inner structure sections, listing imported or exported symbols, and dumping or
analyzing information. Among others Virustotal 5] uses the service of PEINFO. Virustotal
is a free malware detection software service. It allows the detection and fast analysis of all
sorts of suspicious malware. Moreover it stores the anlytic results into useful JSON [12]
data structures.

Samples are extracted with the SHA256 hash values [17|. The hash value is the pivot that
matches a specific PEINFO and Virustotal result. This allows to deliberately extract data
samples. Collections of samples are stored into the HDF'S in the form of data sets containing
either 200k or 1m samples.

The binaries of these data sets represent diverse malware types. Traditional criminal
malware, highly advanced state-sponsored malware, and highly suspicious programs are
examples for different malware types. Approximately 19% of these samples are packed and
obfuscated Which is a large volume of the samples. Hence, it is necessary to mention that
there is no unpacking or deobfuscation during the extraction procedure. This text paragraph
is used with permission from George Webster. These statistics are from a paper in review.

The figure 3.1 on the next page pictures the structure of a virustotal data instance. The
large amount of detection scans within a sample justifies the omission of some scan results.
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"scans":{

"Bkav":{

"detected":false,
"version":"1.3.0.7133",
"result":null,
"update":"20150822"

},

"MicroWorld-eScan":{
"detected":true,
"version":"12.0.250.0",
"result":"Adware.Linkury.M",
"update":"20150822"

},

"nProtect":{

"detected":true,
"version":"2015-08-21.01",
"result":"Trojan/W32.Agent .86016.DRW",
"update":"20150821"

},

"CMC":{
"detected":false,
"version":"1.1.0.977",
"result":null,
"update":"20150819"

},

"scan_id":"909
ecb0561b25¢cfal132c851dd57bf2b375bfa6ld6aab6275abe75cblb
33bb3e48-1440261007",

"shal":"2cd49035a22801e0b4878487fc2406632f2a0b1f",

"resource":"24827004ab7f£f06dc0569705b680aeb50",

"response_code":1,

"scan_date":"2015-08-22 16:30:07",

"permalink":"https://www.virustotal.com/file/909
ecb0561b25cfa132c851dd57bf
2b375bfa6ld6aab275abe75cb1b33bb3e48/analysis/1440261007/",

"verbose_msg":"Scan finished, information embedded",
"sha256":"909ecb0561b25¢cfal132c851dd57bf2b375bfa61d6aab6275abe75
cblb33bb3e48",

"md5":"24827004ab7f£f06dc0569705b680aeb50"

Figure 3.1: VirusTotal Raw Data Sample
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The first step was to clarify the anomaly detection procedure. The process was therefore
partitioned into the components. After considering the initial situation, the goals for the
evaluation of the anomaly detection system using Spark were to measure the system’s speed,
accuracy, and interaction competence of external and into Spark included algorithms. The
decomposition of the process helped to more accurately evaluate the large scale anomaly
detection system at different stages.

4.1 General Setup

Data Structure Processing
Vectorization
Feature Dimension Adaptation

Valid Input Data

Machine Learning Algorithms

Naive Bayes
Detection Results

Logistic Regression
SVM

Figure 4.1: Anomaly Detection Process

The figure 4.1 shows the large scale anomaly detection setup for this thesis. The light gray
shadow represents Zeppelin as a user front end interface running on top of all applications.
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The darker gray shadow indicates the stages where Spark data structures had been used.
The large scale anomaly detection process composes of three main stages. Data structure
processing, machine learning algorithms, and visualization embody these stages. The red,
green, and yellow boxes stand for the processing states of the data sets. The following
sections of in this chapter refer to the stages and states which are displayed in the figure
4.1. The arrows clarify the chronology of consecutive stages.

The initialization of a new Zeppelin notebook for the project marked the first step. The
Holmes processing framework enabled to extract raw data into the Cassandra storage and
with that into the HDF'S. Spark afterwards allowed to load the data sets into Spark’s resilient
distributed dataset(RDD) structures [52]. As the stored data was in JSON format it was
necessary to call a conversion method of Spark to transform the initial format to the RDD
format. Subsequently the machine learning algorithms and all supporting and necessary data
structures from Spark’s machine learning library were imported. Other imports facilitated
the implementation of external and by ourselves designed algorithms. Scala was the choice
of programming language because Spark has been developed in Scala and it has efficiently
worked on large data sets.

4.2 Data Structure Processing

During the first stage, the raw data sets had the structure described in figure 3.1. The first
stage vectorized, adapted, and labeled all data instances. The goal of the first processing
stage was to provide suitable input structures for all machine learning algorithms.

Containing raw data, the first variables in Zeppelin stored instances with Spark’s SQL
row structure in Spark’s RDD data structures. To create valid input data structures for
the machine learning algorithms out of Spark’s machine learning library, methods of Spark’s
data structures accessed RDDs and returned new RDDs. This gave the possibility to modify
the structure of the data instances, not only the structure of the data collections. Apart
from this the machine learning algorithms required Spark’s labeled point data structure as
the inner data structure. Due to this the function that modeled the inner structures had to
return labeled points in a RDD at the end. The labeled point structure again consisted of a
double value as label and Spark’s linear algebra vector as vector. This linear algebra vector
represented the features of the instances but had less functionality than the regular Scala
vector structure. Finally the creation of a linear algebra vector required an regular Scala
array.

4.2.1 Vectorization

For vectorizing the raw data instances the RDD’s map method applied the vectorization
function 4.2 to each instance of the RDD. This applied function filtered out the "scans"
dictionary of the data instance 3.1. Afterwards the function appended a +1 or -1 to an
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regular array whether it detected a "true" or "false" in the different scan dictionaries. In
the case of the input for the Naive Bayes algorithm the feature values were set to 0 or 1
depending on the detection of the virus scans. The returned array was temporarily stored
in a RDD before the processing of the feature dimension adaptation started.

def vectorize (row: Row): Array[Double] = {
// vectorization for SVM & LogRegrsion:
var arr: Array|[Double] = Array ()
for (word <— row(row. fieldIndex ("scans")).toString.split (",")){

if ( word contains "false" )

arr = arr :+ —1.0
else if( word contains "true")
arr = arr :+ 1.0
}
return arr
}
val data array = raw_data rdd.map(x => vectorize(x))

Figure 4.2: Vectorization Function & RDD Map Call

4.2.2 Feature Dimension Adaptation

The vectorization of the data sets did not solve the problem of diverse lengths of the feature
vectors. The machine learning algorithms required equal input structures. To solve this
problem average calculations averaged the lengths of the arrays in a RDD. Next the RDD’s
filter method filtered for arrays with that specific average length. At the end RDDs contained
arrays of equal length. Even tough this schema shrank the size of a RDD, it was a possible
way to conform the feature size.

4.2.3 Labeling

Passing the labeling function 4.3 as input, the RDD’S map method called this function on
every data instances. The return type of that function was Spark’s labeled point structure.
An adjustable threshold parameter determined the label of the instance. This threshold
parameter could range from zero to the size of the features and decided if an instance was
either malicious or benign. The comparison value to that threshold was a count over all
positive detection scans. If the count value was lower than the threshold, the label of that
instance was 1.0. Otherwise the label was 0.0 and indicated a clean sample. The label
appended with the vectorized array formed the return value in form of a labeled point.
The vectorized array was therefore transformed into Spark’s linear algebra vector structure.
Besides all this, these arrangements did not cover all data sets with the labeling procedure
because RDDs with unlabeled elements had to remain for unsupervised machine learning
algorithms. In the end, a valid input data sample looked as shown in the figure 4.4.
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def labeling (line:Array[Double]): LabeledPoint = {

// if condition determines when data labeled to malicious
if (line.take(dimension of features).count( == 1) < threshold)
return LabeledPoint (1.0, Vectors.dense(line.take(dim_ of feats)))
else
return LabeledPoint (0.0, Vectors.dense(line.take(dim of feats)))

}

val data = data_array cut.map(x => labeling(x))

Figure 4.3: Labeling Function & RDD Map Call

(0.0 [-1.0,-1.0,1.0,1.0,-1.0,1.0,-1.0,-1.0,1.0,-1.0,1.0,1.0,-1.0,-1.0,1.0,-1.0,1.0,-1.0,-1.0,-
1.0,1.0,1.0,1.0,-1.0,-1.0,-1.0,1.0,1.0,1.0,1.0,-1.0,-1.0,1.0,-1.0,-1.0,1.0,1.0,1.0,-1.0,1.0,1.0,-1.0,-
1.0,-1.0,-1.0,-1.0,-1.0,-1.0,1.0,-1.0])

Figure 4.4: Labeled Point Element of RDD

4.3 Machine Learning Algorithms

Processing the valid input data with machine learning algorithms marked the second stage
of the anomaly detection process. The goal in that stage was to train and create evaluation
output for the visualization afterwards. First the valid input data had to be prepared
though. Therefore each data set was split into smaller training and testing data sets. While
60% of the original valid data set turned into the training set, 40% became the test set. The
samples were randomly partitioned. Due to the separation of each data set it was possible
to take the training data set for training machine learning algorithms and the testing data
set for evaluating the algorithms.

More precisely the training instances optimized the adjustable parameters of the different
machine learning algorithms. Regarding the evaluation and the visualization, running the
test data set through the trained machine learning algorithm provoked a detection result.
With that detection result it was possible to measure the accuracy of the detection model.
After the determination of the different machine learning algorithm parameters the predicted
results of the test data instances came into the first column of a RDD. The second column
of that RDD kept the original labels of the processed test data set. That RDD structure
facilitated the evaluation of the machine learning algorithm. It allowed a comparison of
the predicted versus the original labels of the test samples. For visualizing the accuracy
of the algorithms, evaluation calculations determined the parameters for the the ROC and
precision-recall curves of each detection result. Afterwards graphs depicted the plotted
curves. This was done using the previously created RDD. The visualization section of this
chapter explains the detailed calculation arrangements for the visualization values.
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4.3.1 Naive Bayes

The data sets allowed the assumption of having conditional independent input instances.
On that account it was possible to implement the Naive Bayes algorithm out of Spark’s
MLIib. The input to this algorithm had the labeled point structure with the feature values
of 0.0 and 1.0. The parameter for additive smoothing A kept it’s default 1.0 value. This
insured the calculation of the conditional probability in the Naive Bayes algorithm to work
as it prevented the outcome of this calculation to become zero.

The fact of having binary feature values led to the choice of the bernoulli model type
over the multinomial model type. Without having binary values the multinomial model
type had to be chosen due to the ability of handling non binary feature values. Concerning
large scale data processing as little computational effort as possible was beneficial. The
bernoulli model type guaranteed less computational complexity and facilitated thereby the
Naive Bayes algorithm.

The imported Naive Bayes algorithm was trained by calling its train method with the
described input data set, A\, and model type. Afterwards calling the map method of the test
set RDD marked the next action. The resulting RDD was the RDD for the evaluation of
the machine learning algorithm. For receiving the predictions of the trained Naive Bayes
algorithm the prediction method of the algorithm was called with the test data features.

4.3.2 Logistic Regression

The second machine learning algorithm was the Logistic Regression with LBFGS classi-
fication algorithm out of Spark’s MLIlib. The Limited Broyden Fletcher Goldfarb Shan-
no(LBFGS) optimization algorithm[22] in this algorithm optimized the adjustable parame-
ters during the training procedure of the algorithm. This was done by minimizing the loss
function in equation 4.1. The input instances were of the form of the regular labeled point
structure described in figure 4.4. The default setting of the classification threshold value
was 0.5. This threshold interpreted the output of the hypothesis function to become either
1.0 or 0.0. The default value of the intercept or constant of the regression equation was 0.0.
The anomaly detection algorithms performed binary classification on data instances. That
was why the number of classification classes was 2.

L(w;z,y) :=log(1 + e_y“’Tx) (4.1)
£ = 1 (4.2

Having set all immutable algorithm modification values it was possible to train the im-
ported algorithm with it’s run method. The input to this function was the train RDD
containing the described labeled point structures. The equation 4.2 set the prediction result
to 1.0 if f(wTx) > 0.5. Afterwards the predicted and original labels built the RDD for the
evaluation of the machine learning algorithm. The RDD’s map method accessed the labeled
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point structure of the test instances and delivered the original label. The execution of the
algorithm’s prediction method with the test data features delivered the predictions.

4.3.3 DBSCAN

The third detection algorithm did not belong to Spark’s MLlib. The unsupervised DBSCAN
clustering algorithm did not require an optimization algorithm for adjustable parameter
determination. Since a couple executions of the detection model already provided a sense of
how to choose the e distance value. The € distance value was the threshold which determined
if another instance belonged to the neighborhood or not. It therefore decided the density of
instances through the comparison with the euclidean distance value between instances. The
minPts variable was 2 to mark instances having only itself as a neighborhood participant as
a outliner. The density-based detection approach classified thereby samples and embodied
a detection model. The return value of this detection algorithm consisted of a RDD keeping
prediction results and original labels. Actually the unsupervised clustering approach did not
require labeled instances. But the fact of having a reference to the predicted result kept us
from discarding the original labels. Moreover this action conformed the DBSCAN algorithm
to the other detection models which built a comparison RDD for the evaluation.

Since Spark’s RDD was the input and output data structure the RDD form set the ba-
sic data collection structure. Moreover the RDD methods and the general RDD structure
provided optimized large scale processing properties. First of all additional variables rep-
resenting processing states extended the data instances in the RDD collection. Through
passing external developed functions to RDD methods it was possible to modify states of
instances. Besides state modification the n dimensional euclidean distance in equation 4.3
marked the only mathematical function solving the density decision problem.

dp,q) = /(01 — @1)> + (P2 — @2)> + ... + (D0 — @n)? (4.3)

The euclidean distance calculated the neighborhood participants of instances. With the
modification functions and the euclidean distance calculation it was possible to implement
the DBSCAN algorithm having Spark structures as basic collections. Running the algorithm
with a data set returned the prediction and original label RDD for the evaluation of the
algorithm.

4.3.4 SVM

The next anomaly detection algorithm was the linear SVM with stochastic gradient de-
scent(SGD) algorithm imported from Spark’s MLlib. The SGD optimization algorithm
optimized the adjustable parameters of the SVM algorithm during training. This was done
by minimizing the loss function 4.4. The reason therefore was the performance of the SGD
algorithm in regard to large scale data processing problems|8|. Again the first task was to
determine all immutable modification parameters that would affect characteristics of the
algorithm. Without automatic termination calculations the SGD algorithm required a it-
eration number for stopping the optimization iteration of the adjustable parameters of the
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algorithm. This value was 100. The fast convergence of the SGD algorithm justified the
choice of this parameter. Potential positive or negative hypothesis output was compared
with a threshold of 0.0 and labeled the instance to one of two classes. The intercept value
of the algorithm kept the default value of 0.0. The imported SVM algorithm used L2 reg-
ularization per default. This meant regulating the SVM’s decision boundary concerning
overfitting and bias.

L(w; z,y) := max(0,1 — yw’ z) (4.4)

The input variables to the algorithm’s train method were the number of iterations and the
training set RDD containing labeled points of the form of figure 4.4. After the training the
test set features fed the prediction method of the SVM algorithm. The equation w” 2z >= 0
decided whether a prediction was 1.0 or 0.0. The prediction results and the original test
instance labels formed the RDD for the evaluation of the machine learning algorithm.

4.4 Visualization

The prediction results of the different machine learning algorithms enabled the possibility
of measuring the performance of these algorithms. With that it was feasible to display
this outcome which implicitly meant to visualize the accuracy of the large scale anomaly
detection process. The visualization process marked the last stage of the anomaly detection
process.

The comparison of the predicted results and the original test label enabled the calculation
of the parameters for the precision recall(PR) and the receiver operating characteristic(ROC)
curves. This allowed to calculate the true positive, false positive, false negative, and true
negative values for the determination of the precision, recall, and false positive rates. The
true positive value represented the number of samples correctly predicted positive. The
false positive value stood for samples wrongly predicted positive. False negative values were
samples wrongly predicted negative. Lastly true negative values expressed samples correctly
predicted negative [13]. The equations 4.5, 4.6, and 4.7 determined the precision, recall, and
false positive rates.

true positive

Precision = — — (4.5)
true positive + false positive
true positive
Recall = — : (4.6)
true positive + false negatives
alse positive
False Positive Rate = / p (4.7)

false positive + true negative
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Every detection model had its own parameters for the PR and ROC curves. For displaying
the curves there were 10 recall values plotted on the y-axis and depending on which curve 10
precision or false positive rate values plotted on the x-axis. The loop over a detection model
with data sets having 10 different labeling thresholds made the plot possible. Even though
Spark’s MLIib provided class structures and methods for the calculation of evaluation metrics
it was necessary to calculate these values explicitly. This meant to calculate the 10 resulting
evaluation results and prepare a RDD containing all results. This RDD additionally hold
border values for a correct visualization of the scale of axes. During each loop all algorithm
evaluating parameters were calculated for the fact to have different algorithm comparisons.
Additionally tables for the evaluation of speed were created. Therefore large scale anomaly
detection process split itself into 3 different sections and measured each section separately.
Preprocessing runtime, algorithm runtime, and visualization runtime set those 3 sections.
The speed measurement of the visualization section became important due to two facts. It
contained all calculations for the evaluation metrics and was a mixture of Spark and Scala
structures.

Zeppelin SQL query commands display graphs. Providing the right data structures Zep-
pelin’s query technique could display graphs in various ways with even switching the empha-
sis with regard to the displayed information. To fulfill the beneficial capabilities Zeppelin
required transformations of the final RDDs into Spark’s SQL data-frame structure. This
allowed the illustration of evaluation results with SQL commands.
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The implementation section proved the realization of anomaly detection processes using
Spark. This set the prerequisite to evaluate Spark with regard to large scale anomaly
detection problems. This chapter evaluates the algorithms and overall detection systems
regarding speed, accuracy, and model interaction with Spark and points out violations.

5.1 Speed

Table 5.1: Speed Table Processing 200 Thousand Samples

Algorithm Name Algorithm(train/predict) | Preprocessing Visualization
Runtime Runtime Runtime

Naive Bayes 32.77s 35.71s 34.98s

Logistic Regression | 43.33s 36.38s 36.90s

DBSCAN n/a 34.84s n/a

SVM 50.86s 49.48s 34.78s

Table 5.2: Speed Table Processing 1 Million Samples

Algorithm Name Algorithm(train/predict) | Preprocessing Visualization
Runtime Runtime Runtime

Naive Bayes 134.80s 143.28s 161.48s

Logistic Regression | 162.30s 136.13s 150.47s

DBSCAN n/a 139.31s n/a

SVM 177.20s 149.81s 141.21s

The first Table 5.1 showed the overall speed measurements of the 200k sample data set
while the second table 5.2 the speed performance of the 1 million sample set represented.
Each row gathered times of a specific detection algorithm. The processing times were sepa-
rated in algorithm, preprocessing, and visualization runtime.

The time gap between both tables was attributable to the different sizes of the data
sets. Algorithm runtime was determined by the sum of training and prediction runtime.
Each time referred to the corresponding training and test data sets. Varieties of runtimes
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derived from varying characteristics and complexity of the machine learning algorithms.
The Naive Bayes and DBSCAM algorithms took one loop over the training set to determine
their free parameters. On the contrary Logistic Regression and the SVM algorithms used
iterative optimization algorithms to determine the parameters. That meant multiple loops
over the training data set. The speed of convergence to a certain error criteria stopped
the parameter determination in the case of the other algorithms. Implementation methods
contributed to speed performance as far as the use of Spark structures enhanced processing
runtimes. Almost every exceptional utilization of regular Scala data structures slowed down
processing time. Scala structures affected preprocessing runtimes as well as visualization
runtimes drastically in the case of frequent use. Small deviations of preprocessing runtimes
also depended on the varying number of MLIib imports. Variations of the treatment of
evaluation metrics led to different visualization runtimes. Very accurate algorithm metrics
with partly equal values led to unwanted summations during SQL queries and distorted
graphs. Time consuming RDD extensions and modifications handled these problems. The
extend of time loss depended on the complexity of the issue and amount of applications of
non Spark structures.

In the case of the DBSCAN algorithm no runtime could be measured. This was due the
implementation which increased the complexity of the algorithm drastically. The inflexible
RDD structure caused the implementation of the DBSCAN algorithm. No direct change
of data instances in RDDs was possible. Even indexing the data instances in the RDDs
did not facilitate accessing possibilities. Capabilities of RDD methods were constrained
to aggregation, reduction, looping, and other processing techniques. There was no way of
accessing a single instance except of looping through the RDD and filter out the sample.
This caused very long processing times. Resulting timeouts finally prevented the algorithm
to produce runtime results.

Research of online anomaly detection over online streams|34| or other real time anomaly
detection with streams|53| supported the trend of fast large scale anomaly detection using
Spark. Spark’s advanced DAG execution engine outperforms prefix tree, MapReduce, or
other execution engines and delivers very fast anomaly detection results.

The data of the tables indicated Spark to be a suitable solutions for large scale anomaly
detection algorithms concerning processing speed. In the case of external developed algo-
rithms RDD methods had to be applicable to the algorithm problem characteristics. Oth-
erwise increasing complexity prevented the detection system to produce results. The results
of Spark’s algorithms clarified the advantage of Spark structures concerning large scale data
processing. Regarding processing runtimes it was beneficial to also utilize Spark’s optimized
data structures during preprocessing and evaluation calculations to provide a fast large scale
anomaly detection process.

5.2 Accuracy

The figures 5.1, 5.2, and 5.3 illustrated some accuracy measurements of the anomaly detec-
tion algorithms. Each graph displayed either a receiver operating characteristics(ROC) or
precision recall curve of one algorithm.

26



5.2 Accuracy
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Figure 5.1: SVM ROC Curve 1m Samples
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Figure 5.2: Logistic Regression ROC Curve 200k Samples

Generally the size of the area under the ROC curve marked the accuracy of a algorithm.
The (0,1) point in classification space of a ROC curve represented the perfect classification.
Therefore the closer the ROC curve passed this specific point or the larger the area under
the curve the better the accuracy of the algorithm. Algorithms trained by the 1 million
sample data sets justified the trend of more accurate ROC curves compared to algorithms
trained by 200 thousand sample data sets. The reason for it was the fact that algorithms
with more training samples could find more accurate decision boundaries through the pa-
rameter optimization process. ROC curves displayed thereby the performance of a binary
classification system through plotting the true positive and false positive rates. A better
fitting decision boundary affected the precision recall curves as well. Equal to ROC curve
characteristics a large area under the precision recall curve marked exact accuracy. A 1.0
precision score meant that every labeled instance indeed belonged to the assigned class.
While a 1.0 recall score signified that an item was labeled as belonging to a particular class.
In other words precision recall curves delivered information about the amount of selected
items that are relevant in regard to the amount of relevant items that are selected. The
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Figure 5.3: Naive Bayes Precision Recall Curve 1m Samples

effort of calculating 10 different ROC and precision recall values gave an accuracy overview
over all labeling cases of the input data set. To provide various labeling characteristics over
one data set the labeling threshold ranged from marking almost all instances as malicious
to defining all items as clean.

Multiple factors were responsible for distinctions of curve shapes between different algo-
rithms. Nevertheless mentioning all factors leading to varying characteristics of the algo-
rithm evaluation curves would go beyond the scope of this thesis. The Naive Bayes and
DBSCAN algorithm had one iteration over the training set to train their adjustable pa-
rameters. The regularization parameter for overfitting and bias regularization contributed
accuracy improvements to the Naive Bayes, Logistic Regression, and SVM algorithms. Next
the Logistic Regression and SVM algorithms utilized iterative optimization algorithms for
the determination of their adjustable parameters. The SVM algorithm took additional kernel
transformation calculations to find better decision boundaries. These advanced optimiza-
tion algorithms were responsible for the convergence accuracy of the free parameters and set
clear advantages to external implemented algorithms without these techniques. Varieties of
detection models and their parameter setting allowed distinctive characterization metrics.
As a result not all accuracy evaluation graphs reacted equal to the given large scale anomaly
detection problem. Findings of other research about learning with kernels, optimization, and
regularization supported the depicted trend. More complex and computationally expensive
optimization solutions led to more accurate algorithm performance[37]. Unfortunately Zep-
pelins graph functionality sometimes messed up curve sections where accuracy measurements
felt closer together.

The overall findings about algorithm accuracy suggest to utilize Spark’s efficiently imple-
mented optimization algorithms for improving accuracy of the anomaly detection model. In
most cases more training data led to better detection results which recommends Spark due
to the ability of fast large scale data processing. Even without suitable and included ma-
chine learning techniques Spark provides the ability to develop accurate solutions to various
anomaly detection domains.
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5.3 Model Interaction With Spark

Since the Apache Spark project has been in development, Spark’s MLlib grew with the
development but did not provide a rich variety of machine learning techniques as some
established processing engines. The ability of reacting flexible on any kind of anomaly
detection problem posed the question of how easy and well Spark admits the interaction of
other data structures and algorithms with own structures. The evaluation of the interaction
of external structures with Spark focused especially on Spark’s most crucial property which
is speed.

The anomaly detection procedure required the interaction of external data structures with
Spark during preprocessing, model implementation, and evaluation calculations. The initial
RDD contained data in form of Spark SQL structures. The conversion of this structure into
the demanded Spark MLIib structure kept the outer RDD structure. The inner Spark SQL
data structure was transformed into more flexible regular Scala structures. Backwards trans-
formation of the Scala structures into Spark structures followed right after more complex
calculations were done. This way it was possible to handle in Spark missing functionality.
During implementation of external algorithms Spark structures were usually reduced with
RDD methods until the amount of information was small enough to process it fast with com-
mon structures. Afterwards RDD structures were initialized and composed in any beneficial
situation. Similar to implementation techniques of Spark structures the evaluation calcula-
tions mined RDD information until no further processing with Spark structures was possible.
Only then structure transformation into visualization structures was executed. The trend
of maintaining Spark structures was obvious. Spark structures allowed fast parallel and in
memory computation of data. Other research about Spark and anomaly detection was con-
sistent and supported the findings of the evaluation. During processing of big data streams
RDD structures were reduced to structures where correlations of data could be detected|34].
Similar to the data mining techniques information was reduced through Spark’s methods
until further processing with other techniques was possible.

To sum up the interaction of external data structures with Spark’s data structures simpli-
fied complex data processing and enabled flexible treatment options on limitations coming
with Spark structures. Nevertheless the extensive use of Spark’s transformation and data
processing methods was important. Applying regular Scala functionality already on large
scale data sets missed the purpose Spark provides. This would not take advantage of Spark’s
capability of optimized parallel processing. Knowledge about Spark’s structures and meth-
ods enabled efficient interaction for a fast final processing result.
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6 Discussion

Evaluation of the large scale anomaly detection process in regard to speed, accuracy and
interaction possibilities of external data structures with Spark delivered the main findings
of the study. Processing results of large scale anomaly detection recommend Spark as a
general processing engine. Preprocessing, model implementation, and evaluation calcula-
tions were executed with Spark’s optimized data structures. The opportunity of interaction
with more flexible external data structures was responsible for fast processing in domains
where Spark had no pre-build data structures. This enabled flexible solutions and broke
limitations. Indeed paying attention to use external processing methods in only suitable
cases was necessary to keep fast speed results. In cases where RDD methods do not fit the
implementation procedures of algorithms Spark methods can drastically complicate prob-
lem solutions. The accuracy measurements of the detection models showed accurate results
which further suggested the use of Spark for large scale anomaly detection processes.

Fast interaction of Spark structures with regular Scala structures was possible through the
schema to mine information or data with Spark methods, process the smaller amount of data
with flexible regular structures and methods, and recompose Spark’s optimized structures
with the gained results. This schema found application during all three processing stages
of the large scale anomaly detection process. The factor of speed optimization justified the
application of this technique. The core section of the large scale anomaly detection process
was the detection model. The choice of parameters and settings for each algorithm explained
the accuracy and speed outcomes. The bernoulli model type facilitated the calculations of
the Naive Bayes algorithm. Moreover the Naive Bayes and the DBSCAN algorithms were
suitable to large scale data problems because one loop through the training data set deter-
mined the free parameters. Regularization parameters and highly optimized optimization
algorithms contributed to the large scale capability of the other chosen algorithms. The L-
BFGS algorithm improved the large scale capability of the Logistic Regression algorithm|22].
While the SGD algorithm permitted the SVM algorithm to converge to an accurate solution
of the adjustable parameters in only 100 iterations|8]. These modifications reinforced large
scale suitability of the algorithms.

Nonetheless unavoidable flaws appeared in the current study of the large scale anomaly
detection process. Positively the data sets came in different sizes. This enabled to experience
and compare the behavior of the algorithm in regard to the varying sizes. However all
detection models were classification based. Statistical, information theoretic, or nearest
neighbor based anomaly detection techniques were not applied to the data sets. So this
study constrained itself and its evaluation results on the actions taken during the large scale
anomaly detection procedure. Despite that it was assumable that Spark would be a suitable
solution to other large scale anomaly detection domains due to the capability of handling
the large scale anomaly detection process of this thesis. In the case of this study a suitable
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detection model was found because of diverse implementations of detection models. This was
achieved by covering the behavior of Spark concerning model diversity. Although Spark’s
library packages did not provide a pre-defined solution all problem domains, Spark mastered
unexpected upcoming problems through the interaction of external data structures. So even
if the data set could not cover the arbitrary forms of raw input data, the study showed
how flexible Spark can react. This flexibility allowed the implementation of the DBSCAN
algorithm but on the other side RDD methods could not provide suitable functionality
to solve the intermediate programming steps of the DBSCAN algorithm efficiently. The
reaction of Spark indeed could not prove behavior on even more complex problems. Also
the visualization graphs set only one example of evaluation calculation but indicated that
Spark could respond to similar issues.

Another point was the non parallel execution of external regular Scala data structures.
The bottleneck to processing performance was the interaction of Spark structures with
non optimized data structures. Closer programming to Spark’s optimization proceedings
demanded data patterns could have influenced processing performance immensely.

Generally the implications of the findings of the study do not suggest not to use Spark
in regard to anomaly detection processes. On the contrary the large scale processing engine
of Spark and the gained results encouraged us to further use Spark in regard to anomaly
detection. External developed algorithms highly depend on the functionality RDD meth-
ods provide. This leads to attention of method functionality when very specific problem
characteristics arise.
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During working on large scale anomaly detection using Spark certain factors affect the
performance and implementation of the detection procedure. Even though the large scale
anomaly detection process runs these factors block or limit the intuitive implementation
approach. This section points out the concept and associated limitations of the thesis.

7.1 Spark’s MLIib

The techniques and algorithms of Spark’s MLIib do not cover or solve the wide range of
large scale anomaly detection problems. The concept of this study uses into Spark’s MLIlib
included algorithms first. The implementation of these algorithms follows the standard de-
scription closely. In order to that Spark’s MLIib included algorithms limit various treatment
options of large scale anomaly detection problems to exactly those techniques Spark’s ML-
lib provides. The techniques of Spark’s MLIlib do not always provide the optimal solution
approach. Especially when it comes to more complex large data processing. With that
these techniques slow down detection process drastically if they do not match the required
problem treatment methods. There is even no solution to some specific problems.

The algorithms out of Spark’s MLIib require particular input structures. Concerning
feature extraction, vectorization, and labeling, preprocessing of raw data into the demanded
structures slows down and limits the overall performance of the large scale anomaly detection
process. The concept realizes the transformation of raw data instances into fitting input
structures to MLlib machine learning algorithms. Also when utilizing external algorithms for
detecting anomalies the preprocessing schema stays the same due to reuse and the advantages
these structures provide with regard to speed.

With the extension of other machine learning algorithms the concept of this thesis tackles
the problem of missing techniques in Spark’s MLIib. This implies the interaction with
Spark’s data structures which leads to the next section.

7.2 Spark

Spark’s data structures enable fast data processing. For instance the resilient distributed
dataset(RDD) allows parallel in memory computation which is probably the most important
aspect in large scale data processing. Associated to this a RDD can perform only specific
operations and transformations. This means limitations in regard to programming flexibility.
To execute a word count or filter a condition the standard methods suffice. But in other
cases of more complex operations the regular solutions provided by Spark are not enough.
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To handle more complex operations on RDDs the implementations of this study take
detours around regular RDD methods. Regular transformation methods access RDDs for
temporal use of native Scala data structures. The flexibility of Scala’s data structures
and methods simplifies processing of complex problems. Spark contains methods allowing
backwards transformation of Scala structures for further use of Spark’s fast RDD structures.
Such ways bypass regular Spark operations but slow down data processing at the end.

Shortly before reaching the deadline of this thesis Spark released a 2.0 version update.
Therefore it is interesting to compare and quickly review new features with regard to large
scale anomaly detection.

Next to API usability, performance and operational improvements, and other additional
upgrades Spark updated the MLIlib. The biggest change is the switch to Spark’s Data Frame
based API as primary API. This means the RDD data structure becomes less important.
It is now possible to perform machine learning algorithms on Data Frame data structures
which provide more functionality in loading diverse data structures into Spark. The trans-
formation of data variables into RDD structures becomes dispensable. Smaller updates still
affect some RDD methods and improve user friendliness. The upgrade of the MLIlib brings
new clustering machine learning algorithms and extends thereby the flexibility of reacting on
various problem characteristics. Concerning large scale data processing Data Frame struc-
tures use more efficient serialization and reduce overhead by calling MLIib algorithms more
effectively. Thereby Data Frame data structures become more scalable and faster. The
general performance improvements further increase the importance of Spark with regard to
large scale data processing.

7.3 Virustotal

Virustotal malware detection results in JSON format represent the raw data sets. Processing
all data samples into valid input for machine learning reduces the speed of the large scale
anomaly detection process. Vectorization, labeling, and adaptation of sample features to a
conform length are the factors leading to valid binary input instances for the algorithms.

Filtering RDD collections to receive instances with equal length of features reduces the
amount of input data. This impairs each machine learning algorithm in regard to accuracy.
Less training and test instances affect the overall performance of a detection model as it
hampers an approximation algorithm to fit to the most accurate decision boundary.
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This chapter extends the following points that have been reviewed during the discussion and
limitation chapters with suggestions for future research and further optimization:

e The classification based large scale anomaly detection process left space for experienc-
ing other large scale anomaly detection techniques with Spark.

e The improvement of the speed bottleneck of interaction of Spark structures with ex-
ternal data structures could affect extensions to Spark’s MLIlib and Spark’s general
flexibility.

e The investigation of missing functionality of specific Spark methods could improve
anomaly detection systems implemented with Spark.

8.1 Optimization Suggestion

The first point referred to the study’s limitation of covering classification based large scale
anomaly detection characteristics. Optimization in the anomaly detection domain could be
achieved through testing Spark implemented large scale anomaly detection processes with
other data sets. The nature of data in those data sets would have to differ to the data sets
in this thesis for provoking a treatment with other anomaly detection techniques. A change
of the information structure of the input data implied that Spark’s MLIlib would have to
react and adapt to new tasks as well. With this action other missing techniques or utilities
of Spark’s MLIib could be revealed and tackled. Future research in the described section
would further clear recommendations and the picture of Spark in regard to the wide range
of application domains in large scale anomaly detection.

The next point focused on the importance of speed and with it large scale processing
capability of large scale anomaly detection procedures with Spark. An improvement of the
interaction of Spark with other data structures would affect all stages of analytic life cycles
in data processing. Spark would thereby become more flexible in all areas. Add-ons to
Spark’s MLIib and services could be worth even more as new enhancements simplify tedious
circumstances. To achieve new enhancements the schema of mining information and data
through Spark methods, transforming or processing the reduced information with external
services, and recomposing Spark’s optimized structures with obtained information had to
become modified. A deeper understanding of required data structure patterns for Spark’s
optimized processing engine would enable better integration of external services. Scala’s
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parallel programming functionality enabled preparation and transformation of regular data
structures into the desired structure patterns for Spark’s processing engine.

Spark inconvenient tasks that required treatment with detours could be taken over by
external and more suitable structures. External services came thereby towards Spark for
finding better solutions. On the other hand the approach of expanding or upgrading Spark’s
immutable data structures with more functionality would optimize the interplay between
different structure architectures.

The last paragraph already led to the next point of the optimization suggestions section.
Editing or extending methods of immutable Spark data structures could lead to improved
processing behavior. Suggestions for further development of Spark in regard to anomaly
detection systems were the enlargement and upgrading of preprocessing and evaluation
methods. Specific methods could react on average input data problems during the acqui-
sition of data. With that more transformations options concerning machine learning data
processing was a missing functionality. The only consideration in regard to evaluation com-
putation was to have less automated evaluation functions on machine learning algorithms.
It was necessary to evaluate each algorithm on all possible characteristics of the input data
set. Therefore varying labeling thresholds provoked diverse information distributions in the
data set. Every time a trained algorithm produced an evaluation result through standard
Spark methods it surrounded each result with additional values. On the contrary and to
display accuracy of an algorithm it was mandatory to manually calculate every algorithm
evaluation and surround the final collection of evaluation metrics with missing values for
the visualization. This meant only one adjustment concerning visualization. So in the case
of evaluation computation, to the core task reduced methods could provide better overall
performance to the detection system.
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9.1 Anomaly Detection

The increase of new application domains for anomaly detection systems calls for research
about anomaly detection solutions. A lot of research has been done about anomaly detection
in general. The first popular research domain classifies application domains and consequently
investigates detection techniques of specific problems. The paper of Varun Chandola|9] is an
suitable example as it covers the wide range of different detection techniques of anomaly de-
tection. This survey sets a structured and broad overview of anomaly detection components
and connects detection techniques to application domains and research areas. Moreover it
points out relative strengths and weaknesses of detection techniques.

Animesh Patchal30| published a paper providing a survey of anomaly detection systems
which represents the second popular research domain of anomaly detection. This work com-
pares and investigates overall detection systems. The described detection systems imple-
ment all stages of an analytic life cycle. These anomaly detection processes react on certain
problem characteristics. Therefore application domains determine the design of the overall
procedures. Modular implementation of most systems components enable the evaluation
and replacement of detection techniques within the systems.

In relation to the considered research this study is situated between these research do-
mains. Similar to the first paper the detection system compares and evaluates various de-
tection systems. Because of different evaluation goals this study searches for more detailed
metrics due to the ability to provide the demanded information. As the detection process
takes an experimental approach and has no defined application domain the detection proce-
dure aims to be a flexible solution to any anomaly detection domain. Evaluation criteria and
replaceable processing options let the detection model resemble to current research methods
on anomaly detection systems.

9.2 Large Scale Data Processing
Effective and smart systems in Big Data processing are necessary for providing decent com-

putation results. Not surprising is the amount of research on Big Data processing systems
during recent years since every large company or institution deals with large scale data sets.

An example of research on large scale processing systems is the paper of Aaron N.
Richter|35]. This paper analyses large scale processing frameworks and included machine
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learning tool kits on speed, fault tolerance, usability, scalability, and extensibility. Spark
and the MLIib is under the tested frameworks. Whereas this research paper illustrates gen-
eral behavior of large scale processing frameworks the study provides a process applied to a
specific domain. This means detection models and external extensions receive more detailed
treatment.

The papers of Samuel Marchal[23| and Gema Bello-Orgaz|7| mark large scale processing
frameworks performing analysis to a specific application domain. Among others Spark is
implemented and tested as execution engine of the infrastructures. The first paper about
large scale security monitoring relinquishes the use of machine learning algorithms for mod-
eling detection results. By contrast the second paper about social Big Data only evaluates
into Spark included structures without any extensions to the framework.

This study applies large scale data processing to a specific domain which in this case
is anomaly detection. Additionally it investigates this field with diverse implementation
possibilities. The work of the Amrita University[33] resembles this project more than the
other large scale data processing investigations. The setup described in this journal consists
of Apache Hadoop, Spark and Zeppelin. Large scale data sets are processed through Spark
and visualized with the help of Zeppelin. However this work analyses the data sets with
only one prediction model. The project of this thesis distinguishes itself due to the more
extensive large scale data analysis.
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The performance of Spark concerning large scale anomaly detection processing is mainly
dominated by the bottleneck of interaction between Spark and external data structures.
The consequences of this problem affect all processing stages and determine thereby per-
formance metrics. Additionally the question about the quality of solving the bottleneck
of interaction answers the investigation of integration of external algorithms into Spark’s
MLIib. Implicitly this solution quality determines Spark’s applicability and flexibility to
diverse anomaly detection problems. The behavior of Spark concerning application do-
mains of anomaly detection does not clarify overall suitability due to classification based
implementations only. As the contribution for the improvement of missing functionality of
specific Spark data structures relies on Spark developers the interaction problem depends
on solutions of external structures.

Nevertheless the explorations of Spark with regard to large scale anomaly detection deliver
responses to the study’s research questions. The fast and accurate implementations of detec-
tion models state Spark as an effective processing engine for large scale anomaly detection.
The ability of Spark to execute the analytic life cycle from raw data to filtered informa-
tion supports this statement. Solutions to preprocessing and evaluation calculations can be
found easily. Only when it comes to advanced and optimized interaction solutions between
Spark and external data structures more effort has to be invested. This means external
extensions to the MLIlib machine learning algorithms can work together with Spark’s code
design. Concerning optimization suggestions a deeper understanding of required structure
patterns for Spark’s optimized processing helps to fasten processing. Variation of data set
sizes leads to more optimized and accurate detection models and speed increases respectively
to the complexity of the overall anomaly detection system.

The results of the study indicate that Spark can theoretically compete with other large
scale processing engines in any application domain. Anomaly detection sets therefore an
example. Furthermore with Spark developed processing systems deliver very fast results.
Especially when included library solutions match the given problem characteristic.

With included and highly optimized libraries Spark limits itself to solving only specific
problem characteristics. External developed and integrated algorithms cannot keep up with
the qualities Spark’s MLIib algorithms provide. Spark’s data structures and affiliated meth-
ods are constrained to particular demands only and cannot serve other claims. These points
together with the fact of having a single nature of input data prevent the study from proving
more statements.

To conclude the developed large scale anomaly detection concept proves that Spark has the
ability to provide all necessary components for the implementation of such an analytic life
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cycle. Despite a fast and accurate general performance, appearing issues could be primarily
eliminated through future research about structure patterns Spark uses for advanced and

highly optimized computing.
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