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Motivation



Problem: Replay attack of transaction payloads

● Public claims

○ Users remain accountable if any misbehaviour is detected

● Private claims

○ Open issue, which we solve



Contributions

● New transaction sequence which secures on-chain ZKP verifications 

against replay attacks

● Portal, an alternative SSO solution with enhanced privacy and control

● Open-source1 the Portal proof of concept and evaluate operation cost

1: https://github.com/jplaui/portal

https://github.com/jplaui/portal


Zero-knowledge Systems



Zero-knowledge Systems
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Blockchain Transactions

Image from: Navigating Privacy on Public Blockchains 

https://wdai.us/posts/navigating-privacy/


SSO Smart Contract Architecture



Replay Attack

From: 

https://docs.etherscan.io/api-endpoints/logs 

https://docs.etherscan.io/api-endpoints/logs


Time-bound Replay-resistant ZKPs

New transaction sequence

● Tx1 samples randomness at contract and maps it to Tx1 sender address

● Proof computation bound by Tx1 transaction time

● Tx2 sends proof 𝞹 with additional circuit logic (asserts nonce & address)



SSO Smart Contract Architecture



Cost Analysis/Benchmarks 

Generated with https://github.com/jplaui/portal

https://github.com/jplaui/portal


Discussion

● Future Work:

○ Deploying Portal at L2 network, Standardization Compliance (W3C 

VCs and DIDs, OIDC)

○ Comparing efficiency & cost to related works benchmarks

○ Decentralizing the Portal ID service (multi-signature, register ID 

service public keys at registry contract)



Conclusion

● Conclusion

○ Portal as non-free but cheap SSO alternative 

○ Enhanced privacy and control of digital assets



Thank You for Listening

Questions?



SSO Smart Contract Architecture



Portal Identity and Benchmarks 



Verifying ZKP Verification On-chain

Image from: Navigating Privacy on Public Blockchains 

https://wdai.us/posts/navigating-privacy/

