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Problem: Replay attack of transaction payloads  TLIT]

e Public claims
o Users remain accountable if any misbehaviour is detected
e Private claims

o Open issue, which we solve



Contributions T|_|T|

e New transaction sequence which secures on-chain ZKP verifications
against replay attacks
e Portal, an alternative SSO solution with enhanced privacy and control

e Open-source’ the Portal proof of concept and evaluate operation cost

1: https://github.com/jplaui/portal



https://github.com/jplaui/portal

Zero-knowledge Systems
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Zero-knowledge Systems TUM
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Blockchain Transactions

Transition function computes (st;, ,, output;) = f(st,, input,)

Image from: Navigating Privacy on Public Blockchains


https://wdai.us/posts/navigating-privacy/

SSO Smart Contract Architecture TUM
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Replay Attack

https://api.etherscan.io/api

?module=logs

&action=getLogs

&fromBlock=15073139

&toBlock=15074139

&address=0x59728544b08ab483533076417fbbb2fdOb17ce3a
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https://docs.etherscan.io/api-endpoints/logs

Time-bound Replay-resistant ZKPs TUM

New transaction sequence
e Tx, samples randomness at contract and maps it to Tx, sender address
e Proof computation bound by Tx, transaction time

e Tx,sends proof m with additional circuit logic (asserts nonce & address)
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SSO Smart Contract Architecture TUM
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Cost Analysis/Benchmarks

| Tx / Call | Type | Cost (eth/$) | Time (ms) | Size (kB) |
cresg deploy 4.1e-3/8.6 18 bc:6.5,tx:6.6
Ccd deploy | 6.5e-3/13.5 10 be:10,tx:10
cc deploy 4.9¢-3/10.2 385 bc:7.4,tx:12
set_C; gred 8.4e-5/0.18 11 tx: 0.46
register cred 7.4e-5/0.16 51 tx: 0.3
claimPu® cd 6.4e-05/0.13 3 tx: 0.48
sample o 6.6e-05/0.14 6 tx: 0.1
verify_7r o 8.4e-4/1.76 252 tx: 1.20
claimP™*? C 3.9e-4/0.82 21 tx: 0.68
setup(;t | off-chain - 1029 pr: 7430
provegl%mk off-chain - 195 m: 0.552
set/getﬁ,%s off-chain - 631/ 66 7430
getWC1 [ off-chain - 10/6.2/4.8 42/78/130

Generated with https://github.com/jplaui/portal



https://github.com/jplaui/portal

Discussion T|_|T|

e Future Work:
o Deploying Portal at L2 network, Standardization Compliance (W3C

VCs and DIDs, OIDC)
o Comparing efficiency & cost to related works benchmarks
o Decentralizing the Portal ID service (multi-signature, register ID

service public keys at registry contract)



Conclusion

e Conclusion
o Portal as non-free but cheap SSO alternative

o Enhanced privacy and control of digital assets



Thank You for Listening

Questions?



SSO Smart Contract Architecture
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Portal Identity and Benchmarks
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Tx / Call | Type | Cost (eth/$) | Time (ms) | Size (kB) |
creg deploy 4.1e-3/8.6 18 bc:6.5,tx:6.6
c deploy 6.5e-3/13.5 10 bc:10,tx:10
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Verifying ZKP Verification On-chain

Consensus updates st, to st, only if st is valid,
i,e. V{(st,, st,, output,, 1) = 1.
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Image from: Navigating Privacy on Public Blockchains


https://wdai.us/posts/navigating-privacy/

